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PROCESS FOR PROVIDING MANAGEMENT AND CONTROL DATA IN-BAND 
ON AN MPEG MULTIPLEX ON THE DOCSIS PID 



RECEIVE UPSTREAM MANAGEMENT AND CONTROL 
MESSAGES ON A PURE DOCSIS UPSTREAM 
CHANNEL REQUESTING DOWNLOADING OF 
MANAGEMENT AND CONTROL DATA IN SUPPORT 
OF DIGITAL VIDEO BROADCAST OR INTERACTIVE 
OR VIDEO ON DEMAND SERVICES 



222 



GENERATING MANAGEMENT AND CONTROL MESSAGES 
CONTAINING REQUESTED DATA AND/OR DATA FROM 224 
OTHER SERVICES AND PACKETIZING IN MPEG-2 
PACKET(S) HAVING DOCSIS PID 



MERGING MPEG-2 PACKETS WITH DOCSIS PID 
INTO MPEG-2 TRANSPORT STREAM OR MPEG 
MULTIPLEX COMPRISED OF SEVERAL TRANSPORT 
STREAMS 
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FIG. 13 
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PROCESS FOR PROVIDING TARGETED CONDITIONAL ACCESS DATA 
IN-BAND ON AN MPEG MULTIPLEX WITHOUT USING 
A DATA CAROUSEL 



RECEIVE UPSTREAM MANAGEMENT AND CONTROL 
MESSAGES FROM ONE OR MORE STBs ON A PURE 
DOCSIS UPSTREAM CHANNEL REQUESTING 
DOWNLOADING OF CONDITIONAL ACCESS DATA IN 
SUPPORT OF ONE OR MORE SPECIFIED, 
REQUESTED DIGITAL VIDEO BROADCAST OR 
INTERACTIVE OR VIDEO ON DEMAND SERVICES 
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RETRIEVING OR GENERATING AN EMM SESSION KEY 
FOR AT LEAST EACH ENCRYPTED SERVICE WHICH 
HAS BEEN ORDERED BY ONE OR MORE STBs 
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ENCRYPT THE SERVICE KEY FOR EACH SERVICE 
TRANSMITTED ON A TRANSPORT STREAM USING 

THE SESSION KEY FOR THAT SERVICE, AND 
ENCAPSULATE THE ENCRYPTED SERVICE KEY IN 
AN ECM MESSAGE 
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ENCAPSULATE THE ECM MESSAGE IN AN IP PACKET 
HAVING A MULTICAST ADDRESS SUCH THAT ALL 
STBS CAN RECEIVE THEM 
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FIG. 14A 
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ENCAPSULATE EACH IP PACKET HAVING AN ECM 
MESSAGE IN A MAC FRAME HAVING A MULTICAST 
ADDRESS, AND ENCAPSULATE THE MAC FRAME IN 
AN MPEG PACKET. THESE MPEG PACKET HAVE A PID 
THAT INDICATES THE PACKET CONTAINS AN ECM 
MESSAGE FOR THE SERVICE. 
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ENCRYPT THE SESSION KEY FOR EACH SERVICE 
AN STB HAS ORDERED WITH THE PRIVATE USER 

KEY OF THAT STB AND ENCAPSULATE THE 
ENCRYPTED SESSION KEY IN AN EMM MESSAGE 
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ENCAPSULATE THE EMM MESSAGE IN AN IP PACKET 
ADDRESSED TO THE STB WHICH ORDERED THE 
SERVICE TO WHICH THE SESSION KEY IN THE EMM 
MESSAGE PERTAINS, OR, IF THE STB DOES NOT HAVE 
AN IP ADDRESS, ENCAPSULATE THE EMM MESSAGE 
IN AN IP PACKET WITH A MULTICAST DESTINATION 
ADDRESS 
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ENCAPSULATE EACH IP PACKET CONTAINING AN 
EMM MESSAGE FOR A PARTICULAR REQUESTED 
SERVICE INTO A MAC FRAME ADDRESSED TO THE 
STB WHICH REQUESTED THE SERVICE, AND 
ENCAPSULATE THE MAC FRAME IN AN MPEG 
PACKET HAVING THE DOCSIS PID ALONG WITH 
OTHER MPEG PACKETS HAVING THE DOCSIS PID 

AND CONTAINING OTHER M&C DATA. IN 
ALTERNATIVE EMBODIMENTS. ENCAPSULATE THE 

IP PACKET IN AN MPEG PACKET HAVING A PID 
WHICH INDICATES IT IS AN EMM MESSAGE FOR A 
PARTICULAR SERVICE AND ENTER THAT PID IN 
THE CAT TABLE FOR THE TRANSPORT STREAM ON 
WHICH THE EMM MESSAGE IS TRANSMITTED 
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ADD THE MPEG PACKETS THAT BEAR THE EMM AND 
ECM MESSAGES FOR EACH SERVICE IN THE MPEG 
TRANSPORT STREAM WHICH CONTAINS THE MPEG 
PACKETS BEARING ENCRYPTED DATA OF SAID 
SERVICE AND MERGE OTHER MPEG PACKETS HAVING 
THE DOCSIS PID AND CONTAINING OTHER M&C DATA 
INTO THE ONE OR MORE TRANSPORT STREAMS OF 
THE MPEG MULTIPLEX 



244 



ADJUST DATA IN PAT AND PMT TABLES OF SAID • 

MPEG TRANSPORT STREAM OR MULTIPLEX TO 
REFLECT THE PIDS OF SAID PACKETS CONTAINING 
THE ENCRYPTED AUDIO, VIDEO OR OTHER PAYLOAD 
DATA OF THE SERVICE, THE PCR TIMING DATA , AND 
THE ECM PACKET FOR THE SERVICE. ADJUST THE 
CONDITIONAL ACCESS TABLE TO INCLUDE DATA T| 
POINT TO THE EMM MESSAGE FOR EACH SfSSI©NjF 
THE DOCSIS PID IS NOT USED TO SEND THE EM 
MESSAGES. 
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FIG. 14C 



PROCESS CARRIED OUT IN STB TO RECOVER EMM AND ECM MESSAGES 
FROM AN IN-BAND CHANNEL AND DECRYPT PAYLOAD 
DATA OF REQUESTED SERVICE 

IN 



MICROPROCESSOR RECEIVES COMMANDS TO ORDER AN INTERACTIVE 
OR OTHER SERVICE OR TUNE A DIGITAL VIDEO BROADCAST, AND 

GENERATES AND SENDS UPSTREAM DOCSIS M&C MESSAGE 
REQUESTING APPROPRIATE APPLICATION SOFTWARE, PROGRAM 
GUIDE DATA, CONDITIONAL ACCESS DATA, ETC. (IF ANY) FOR 
REQUESTED SERVICE 



MICROPROCESSOR GENERATES FILTER COMMANDS TO CAUSE PID 0 
PACKETS TO BE EXTRACTED FROM DOWNSTREAM MPEG TRANSPORT 
STREAM MULTIPLEX AND SENT TO IT FOR RE-CONSTRUCTION OF THE 
PROGRAM ALLOCATION (PAT) TABLE OF THE MPEG MULTIPLEX, AND 

RE-CONSTRUCTS THE PAT TABLE FROM THE EXTRACTED PACKETS 
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MICROPROCESSOR USES PAT TABLE TO DETERMINE WHICH 
TRANSPORT STREAMS ARE IN THE MPEG MULTIPLEX AND WHICH 252 
TRANSPORT STREAM CONTAINS THE MPEG PACKETS OF THE DESIRED 
SERVICE, AND DETERMINES THE PID OF THE MPEG PACKETS THAT 
CONTAIN THE PROGRAM MAP TABLE (PMT) OF THE TRANSPORT 
STREAM CONTAINING THE REQUESTED SERVICE 



MICROPROCESSOR GENERATES FILTER COMMANDS TO EXTRACT. ] 254 
MPEG PACKETS CONTAINING THE PMT TABLE DATA AND RE- 
CONSTRUCTS PMT TABLE FROM THOSE PACKETS 



MICROPROCESSOR SEARCHES PMT TABLE FOR ENTRY FOR 
REQUESTED SERVICE AND DETERMINES PID NUMBERS FOR THE 
VIDEO, AUDIO, SUPPLEMENTARY DATA, PCR AND ECM MESSAGES 
OF THE REQUESTED SERVICE AND GENERATES FILTER COMMANDS 
TO EXTRACT PACKETS WITH THOSE PIDS. 
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FIG. 15A 
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PROGRAM DATA RECOVERY AND ROUTING: 
hlA e rRA Iil BSTIH EXTRACTED MPEG PACKETS CONTAINING 
ENCRYPTED VIDEO, AUDIO, SUPPLEMENTAL DATA, PCR DATA AND 
ECM MESSAGE DATA ARE RECOVERED AND ANY MAC PEWMC9 NO T 
ADDRESSED TO Tl I I P OTP Ant REJECTED . I P PACKE T S CONTA I N I NG 
SGR . V I GL" DATA AND ECM MESSAGE DATA ENCAPSULATED IN MAC 
FRAMES-ARE RECOVERED AND ROUTED TO APPROPRIATE CIRCUITS 
IN STB OR CONNECTED TO STB BY BUS OR LAN FOR FURTHER 

PROCESSING 
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EMM MESSAGE RECOVERY: 
IN EMBODIMENTS WHERE THE EMM MESSAGE IS SENT ON THE DOCSIS PID, 
THE MICROPROCESSOR GENERATES FILTER COMMANDS TO EXTRACT MPEG 
PACKETS HAVING DOCSIS PID AND RECOVERS MAC FRAMES OF DOCSIS PID 
PACKETS CARRYING THE EMM MESSAGE AND REJECTS ALL MAC FRAMES 
NOT ADDRESSED TO THIS STB. 
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IN EMBODIMENTS WHERE A CAT TABLE IS USED, PID 1 PACKETS ARE 
EXTRACTED AND THE MAC FRAMES THEREIN ARE RECOVERED, AND THESE 
MAC FRAMES ARE ROUTED TO A CAT TABLE RE-CONSTRUCTION PROCESS. 
THE MICROPROCESSOR RECONSTRUCTS THE CAT TABLE, FINDS EMM PID, 
GENERATES FILTER COMMANDS FOR THIS PID AND EXTRACTS THE MPEG 
PACKETS CONTAINING THE EMM MESSAGE FOR THE REQUESTED SERVICE 
FROM MULTIPLEX. THE MAC FRAMES IN THE EXTRACTED PACKETS 
CONTAINING THE EMM MESSAGE FOR THE REQUESTED SERVICE ARE 

RECOVERED 
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RECOVER IP PACKETS CONTAINING EMM AND ROUTE: 
MICROPROCESSOR RECOVERS IP PACKETS FROM MAC FRAMES 
RECOVERED IN STEP 260 BEARING EMM MESSAGE(S) AND ROUTES 
IT/THEM TO THE EMM MESSAGE DECRYPTION PROCESS. 

MPEG PACKETS WITH THE DOCSIS PID CARRYING OTHER M&C DATA ARE 
RECOVERED, THE MAC FRAMES AND ENCAPSULATED IP FRAMES ARE 
RECOVERED AND THE M&C DATA IS ROUTED TO THE APPROPRIATE 
CIRCUITRY IN THE STB OR CONNECTED TO THE STB BY BUS OR LAN 
CONNECTION FOR FURTHER PROCESSING 
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FIG. 15B 



MICROPROCESSOR (SECURE MICROPROCESSOR IN PREFERRED 
EMBODIMENT) USES PRIVATE USER KEY OF STB TO DECRYPT EMM 
MESSAGE TO RECOVER SESSION KEY 
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MICROPROCESSOR SENDS RECOVERED SESSION KEY TO PROCESS 
THAT DECRYPTS SERVICE KEY AND SESSION KEY IS THEN USED TO 
DECRYPT THE ECM MESSAGE AND RECOVER THE SERVICE KEY OR 
CONTROL WORD IN THE ECM MESSAGE 
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SERVICE KEY OR CONTROL WORD IS SENT TO CONDITIONAL 
ACCESS CIRCUIT AND USED TO DECRYPT THE PAYLOADS OF IP 

PACKETS ADDRESSED TO THE PROCESS WHICH ORIGINALLY 
REQUESTED THE SERVICE. DECOMPRESS SERVICE DATA IF IT IS 
COMPRESSED. SUITABLE VIDEO AND/OR OTHER SIGNALS OR DATA 
ARE THEN GENERATED FROM SAID DECRYPTED, DECOMPRESSED 

SERVICE DATA 
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USING OTHER M&C DATA RETRIEVED FROM DOCSIS PID MPEG 
PACKETS IN OTHER CIRCUITS OF SAID STB AS NEEDED. 
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FIG. 15C 




C 



H 2.77 




4w rro^M-t-A^ 



-3^ arc** 



PROCESS CARRIED OUT BY SIMPLE, SINGLE TUNER STB TO RECEIVE ENCRYPTED 
DIGITAL VIDEO BROADCASTS 



start: receive digital video ^ 
broadcast channel lineup table 350 
from head end j 



receive request to view a 
particular broadcast 
channel of encrypted, 
digital video broadcast 



352 



search channel lineup table 
using selected channel to find 
corresponding mapping entry 
in channel lineup table 
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send tuner commands to tuner to 
tune to the indicated QAM 
channel 
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send appropriate 
configuration data to 
demodulator 
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tuner tunes appropriate 
QAM channel and filters 
out unwanted RF signals 
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demodulator 
demodulates output 
samples from tuner 
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FIG. 17A 
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control means programs transport stream demultiplexer to 
extract all MPEG packets with selected PIDs for requested 
broadcast channel, its ECM message, DOCSIS PIDs and any 

EMM message 



transport stream demultiplexer extracts MPEG packets with 
selected PIDs and routes them to appropriate circuits in STB 
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EMM message with encrypted session key of 
requested channel is decrypted and stored 
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MPEG packets having ECM message PID routed to 
conditional access circuit have working keys extracted 
therefrom and decrypted using session key 

* 

MPEG packets having PID of video of requested program 
which have been routed to conditional access circuit have 
their video decrypted using working key 

i - _ 

MPEG packets having PIDs of audio, supplementary 
data, PCR timing etc. are processed by appropriate 
circuitry 
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decrypted MPEG video packets are decompressed in 
MPEG decoder and coordinated with audio data, and a 
YUV or RGB signal and audio signal is output 
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NTSC (or PAL or SECAM) encoder converts input 
audio and video signals to NTSC (or PAL or SECAM) 
output signal 
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remodulation unit receives NTSC signal 
and remodulates onto RF carrier of 
appropriate frequency 
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FIG. 17B 
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PROCESS CARRIED OUT BY SIMPLE, SINGLE TUNER STB TO RECEIVE ENCRYPTED 
DIGITAL VIDEO-ON-DEMAND PROGRAMS 



start: receive user command 
selecting VOD services 



390 FIG. 18A 



send M&C message on DOCSIS upstream 
requesting download of VOD menu and 
any application software needed 
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MPEG packets containing VOD menu are 
received and displayed. Any application 
software needed is received on DOCSIS 
PID and installed 
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control circuit receives a user 
selection of a VOD program 
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control circuit sends upstream M&C message 
on DOCSIS upstream indicating which VOD 

program the user wants to view (and 
indicating to which QAM channel the STB is 
tuned in some embodiments) 
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receive downstream message(s) in MPEG transport stream on 
QAM channel STB indicated it is listening to and sent on DOCSIS 
PID and addressed to this STB. Message(s) indicates QAM channel 
on which VOD program will be sent, the transport stream and the 
PID of the component PES of the requested program (or just the 
PID of the PMT table specific to this VOD program). Messages 
also contain an EMM message containing an encrypted session key 

for the VOD program 
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downstream message(s) on DOCSIS PID are extracted by 
transport stream demultiplexer and routed to control 
circuit. EMM message is extracted and routed to 
appropriate circuit for decryption of session key 
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control circuit processes message to determine 
which QAM channel VOD program will be sent on, 
which MPEG transport stream will carry the 
program, and the PIDs of the component PES of the 
\, program or the PMT table 
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FIG. 18B 



control circuit sends appropriate tuning 
commands to tuner and appropriate 
configuration data to the demodulator for the 
QAM channel program will be sent upon 
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session key is decrypted in appropriate 
circuit using private user data key of this 
STB with which the session key was encrypted 
and sent to conditional access circuit 
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control circuit uses PIDs in downstream 
message to program transport stream 
demultiplexer 



transport stream demultiplexer uses PIDs in 
downstream message to extract MPEG packets 
of VOD program and route them to appropriate 
circuitry 

/" N 

MPEG packets with encrypted ECM 
message are extracted and sent to 
appropriate circuit for decryption and 
recovery of working key 
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MPEG packets with encrypted video are 
sent to conditiona access circuit and 
decrypted using working key and sent 
to MPEG decoder 
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MPEG packets containing audio, 
PCR timing and supplementary 
data are extracted and sent to 
MPEG decoder 
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FIG. 18C 
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MPEG decoder uses PCR data to synchronize its own 

clock and decodes video and audio at appropriate 
times defined by DTS timestamps and stores decoded 
video and audio in buffers. Outputs video and audio 
data at times defined by PTS timestamps. Audio data 
may be converted to analog upon output in some 
embodiments 
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video data is encoded into NTSC, PAL or SECAM 
video signal 
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video and audio information are modulated onto RF 
carrier of appropriate frequency. 
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